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Meet the team

Project Coordinator:

- Leads project timeframes
- Guides delegation of
Angel Contreras — Project Coordinator deliverables

Christian Najera - Team Lead

Daniel Thach — Technical Coordinator

Technical Coordinator:

Team Lead: - Leads feedback review
- Guides delegation of meetings - Ensures consistency of
reports

- Knsures deliverables are produced . . _
: : - - Guides technical review
- Responsible for final submission



CareGroup/BILH

100+ year old medical network

State-of-the art inpatient/outpatient facilities
Manages over 39,000 employees
Committed to excellence in healthcare

Notorious for IT collapse of 2002

Beth Israel

Lahey Health




Virtualization - A
comprehensive solution

Beth Israel
Lahey Health

An inarguable need

Tailored to accessibility

Tailored to scalability

Virtualization on Microsoft Azure Platform




Milestone 3

Planning and Executing Process

* Project Scope
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Milestone 2 0 days wed 2/12/25 wed 2/12/25
[ Planning and Executing Process |10 days Wed2/12/25 Wed 2/26/25
+ Company History and Network description 233days  Wed2/12/25 Fri2/1a/25
H Team Maating -Prograss Report Milestone 3 Review 033days  Wed2/12/25 Wed2/12/25 35 Angal Contreras, Christian Najera,Daniel
L4 VI rt u a I N etWo rk fo r B et h Organization Assessment 1day Wed 2/12/25 Thu2/13/25 28 Angel Contreras
Systems Report 1day Thu2/13/25  Fri2/1a/25 29 Christian Najera
4 Activate Student Subscription 033days  Fri2/1a/25  Fri2/1a/25
Create a virtual network and an Azure Bastion host 0.33days  Fri2/14/25  Fri2f1a/25 30 Daniel Thach, Christian Najera,Angel Con’
4 Create Virtual network using Azure Portal 4days Fri2/1a/25s  Thu2/20/25
I S re a I L a h e H e a I t h Create Virtual Network Lday Fri2/14/25  Mon2/17/25 32 Angel Contreras
y Create Virtual Machine 033days  Mon2/17/25 Mon2/17/25 34 Daniel Thach,Angel Contreras, Christian b
Connectto a VM From the Internet 033days  Tue2/18/25 Tue2/18/25 35 Daniel Thach, Angel Contreras, Christian M
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Document Testing Results 1day Tue2/18/25 Wed2/18/25 37 "Angel Contreras
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= a1s Configure & Deploy Security Rules 1day Mon3/3/25 Tue3/a/25 45 Daniel Thach lDani«.-l Thach
= 416 Assign Network Interfaces and ASG Relationship lday Tue3/afzs  wed3/s/25 47 Angel Contreras 1Angel Contreras
L} 417 Perform Traffic Filter Deployment Testing 1day wed3/5/25 Thu3/6/25 48 Angel Contreras lﬁngel Contreras
= 418 Document Testing Results 0.5 days Thu3/6/25  Thu3/6/2s 49 Angel Contreras,Daniel Thach lﬂngel Contreras,D
= 419 Generate Deployment Reports and Documentation 05days  Thu3/e/2s  Fri3/7f2s 50 Angel Contreras, Daniel Thach + Angel Contre
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= 511 Team Meeting - Progress Report Milestone 5 and Review Milestone 6 0.33days  Wed3/12/25 Wed3/12/25 54 Daniel Thach, Angel Contreras, Christian b
= 512 Verify Previous AZ Virtual Network and Bastion Host Configuration 2days wed3/12/25 Fri3/1a/25 57 Daniel Thach
= 5.13 Design Virtual Network Subnet 0.5 days Fri3/14/25  Fri3/14/25 58 Daniel Thach,Angel Contreras
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Milestone 4

Executing and Monitoring Process

* PowerPoint Outline
* Networking Lab Guides

e Tested Traffic Filters
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Routing Network Traffic with Route Tables

Creating a NVA

Creating a Route Table
Creating a route
Configuring IP forwarding

Protocol Mapping



Creating a Network Virtual Appliance
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Creating a Route Table

Create Route table

Basics Tags  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.
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Add route
route-table-public

Adding a route

A user defined route (UDR) is a static route that overrides Azure's default system routes, or
adds a route to a subnet's route table. Learn more 7
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Configure IP Forwarding
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Protocol Mapping
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Virtual
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Connecting Virtual Networks

e Connecting Virtual Networks via Peering
e Testing the Peering connection



Connecting Virtual Networks and Peering
-
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Testing the Peering connection
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Considerations




Summary

e Designed to support BILH's mission of secure, scalable, and
collaborative healthcare.

e Built a virtual network with public and private VMs for flexibility and
security.

e Implemented NSGs and ASGs to manage traffic and protect resources.

e Used route tables and NV As to control traffic flow securely.

e Tested connectivity and routing to validate configurations.



Considerations

e Balance between accessibility and security in VM
deployment.

e Complex configuration of NSGs, ASGs, and routing
requires accuracy.

e Compliance with healthcare regulations requires ongoing
updates.

e Harly planning is essential for future scalability and
integration.
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